rc

sandy
verysafe.com
8-1

SSH

SSH

SSH
Internet SSH
SSH fraidycat

SSH
forced command

rick

SSH

337
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-/.ssh/config
-/ .ssh2/ssh2_config

/etc/ssh_config
/etc/ssh2/ssh2_config

-/.ssh/identity
-/.ssh/id_dsa
-/.ssh2/identification

/etc/ssh_known_hosts
/etc/ssh2/hostkeys
/etc/ssh2/knownhosts
-/ .ssh/known_hosts

SSH

——| I

-/ .ssh/sshrc
/etc/sshrc

-/ .ssh/enviroment
/etc/enviroment

/etc/sshd_config
/etc/ssh2/sshd2_config

/etc/hosts.equiv
/etc/shosts.equiv

-/.ssh/authorized_keys
-/.ssh/authorized_keys2
-/.ssh2/authorization
-/.rhosts

-/ .shosts

/etc/hosts.allow

-/ .ssh2/hostkeys — TCP /etc/hosts.deny
-/ .ssh2/knownhosts
/etc/krb.*, /etc/krb5.*
— Kerberos /etc/srvtab
-/.klogin, /~.k5login
I PAM /etc/pam.d/sshd

8-1

SSH

SSH

SSH

8.1

8.1.1

SSH
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SSH
SSH evil.org
idle timeout
SSH
SSH
sshd
8.1.2
1 ~/.shosts

/etc/shosts.equiv



8.2

SSH
authorized_keys SSH1 OpenSSH/1  authorized_keys2 OpenSSH/2
authorization SSH2

SSH
SSH tty
SSH
SSH
8.2.1 SSH1
SSH1 authorized_keys ~/.ssh/authorized_keys SSH-1

“ SSH-1
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authorized_keys

. option
public key
— 1024
— exponent
— modulus
descriptive comment
key” “ My home PC using SecureCRT 3.1"
ssh-keygen .pub

authorized_keys

# SSH1, OpenSSH:
no- port - f orwardi ng

# SSH1, OpenSSH: 5
idle-tineout=5m

# SSH1, OpenSSH
no- port - forwarding, i dl e-ti meout =5m

“ Bob's public

authorized_keys
2

2 authorized_keys

GNU Emacs
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# THS | S | LLEGAL:
no-port-forwarding, idle-tinmeout=5m

sshl
\Y SSH “ syntax error "
SSH
8.2.2 SSH?2
SSH2 ~/.ssh2/authorization 3 SSH1
SSH2
SSH
Key Comand
Key Key
~/.ssh2
# SSH2
Key mnysel f. pub
SSH-2 ~/.ssh2/myself.pub
Key
Key Conmmand Command
forced command
Conmmand
shell
3 Aut hori zationFil e
ssh2 Aut hori zationFil e SSH2

2.2.0 sshd2



# SSH2
Key sonekey. pub
Command "/bin/echo All |ogins are disabl ed"

Comrand
# : Key
Command "/ bin/echo This line is bad."
# : Command Key

Key sonekey. pub
Conmand "/ bin/echo Al |ogins are disabled"
Command "/bin/echo This line is bad."

8.2.2.1 SSH2 PGP

2.0.13 SSH2 PGP PgpPubl i c-

KeyFil e PgpKeyName PgpKey Fingerprint PgpKeyld Key
Command PgpKeyName PgpKey Fi ngerpri nt PgpKeyl d
# SSH2

PgpKeyNane ny- key
Command "/ bi n/echo PGP aut hentication was detected"

8.2.3 OpenSSH

SSH-1 OpenSSH/1 SSH1 authorized_keys
SSH1 OpenSSH/1
SSH-2 OpenSSH/2 SSH2
~/.ssh/authorized_keys2 authorized_keys
“ ssh-dss”

DSA



host =192. 168. 10. 1 ssh-dss AAAAB3NzaClkc3MA. .. My OpenSSH key

8.2.4
SSH
# shel |
$ ssh server. exanpl e. com
#

$ ssh server.exanple.com/bin/ls

8-2
/bin/ls /bin/who
X /bin/ls -
SSH P /bin/1ls
D /bin/who
i
X /bin/who
8-2 /bin/who /bin/ls

SSH
email



SSH1 OpenSSH authorized_keys
“ Command” email
pine

# SSH1, OpenSSH

command="/usr /| ocal / bi n/ pine" ...secretary's public key..
SSH2 Key Commrand
# SSH2

Key secretary. pub
Command "/ usr/ | ocal / bi n/ pi ne"

8.2.4.1
shell * " SSH shell
/usr/local/bin/pine {usr/local/bin/pine
“ false security ”
shell
shell shell shell
uUnix shell vi Emacs
more less man rn
pine adb
shell find xargs

shell



shell
shell

cp mv rm scp ftp

setuid  setgid

setuid 4

shell
shell /usr/lib/rsh

SSH

no- port - f orwardi ng
no- pty

8.2.4.2
SSH

rsh”

tty

shell

setuid  root

r-command

SSH

SSH1

no- agent - f or war di ng

4 Unix

setuid
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# SSH1, QpenSSH

command="/bi n/ echo Sorry, buddy, but you've been termnated!" ... key...

# SSH2
Key friend. pub

Command "/ bin/echo Sorry, buddy, but you've been term nated!"

SSH

Sorry, buddy, but you've been term nated!

~/go.away
cat
# SSH1, OpenSSH
command="/bi n/ cat $HOVE/ go. away" ... key. ..
# SSH2
Key friend. pub
Command "/ bi n/cat $HOVE/ go. away"
more less
# SSH1:
comrand="/ bi n/ nore $HOVE/ go. away" ... key. ..
more
shell
8.2.4.3

SSH

Unix

shell



8-1
#!/ bi n/ sh

/ bi n/ echo "Veél cone!
Your choices are

See today's date
See who's logged in
See current processes

Quit”

o wWwN e

/ bi n/ echo "Your choice: \c"
read ans
while [ "$ans" != "q" ]
do
case "$ans" in
1)
/ bi n/ dat e

2)

3)
[ usr/uch/w
a)
/ bi n/ echo " Goodbye"
exit O
*)
/bin/echo "Invalid choice '$ans': please try again"
esac
/ bi n/ echo "Your choice: \c"
read ans
done
exit O

el cone
Your choices are

1 See today's date

2 See who's | ogged in
3 See current processes
q

Qui t

Your choice
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shell
8.2.4.4
SSH
SSH ps
$ sshl server. exanpl e. com ps
“ /bin/who”
# SSH1, OpenSSH
command="/ bi n/ who" ... key. ..
ps /bin/who SSH
SSH1 OpenSSH
5 SSH_ORIGINAL_COMMAND SSH2 SSH2_
ORIGINAL_COMMAND SSH_ORIGINAL_COMMAND
ps

SSH1

# SSH1
command="/bi n/echo You tried to invoke $SSH ORI G NAL_COMVAND' ... key. ..

SSH-1 SSH1

$ sshl server.exanpl e.com cat /etc/passwd

SSH1 cat

You tried to invoke cat /etc/passwd

SSH2

5 OpenSSH SSH_ORIGINAL_COMMAND
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# SSH2
Key nykey. pub
Conmand "/ bin/echo You tried to i nvoke $SSH2_ORI G NAL_COVVAND'

$ ssh2 server. exanpl e.com cat /etc/passwd

You tried to invoke cat /etc/passwd

8.2.4.5
SSH_ORIGINAL_COMMAND

rm
$ ssh server.exanmple.comrmnyfile
rm
#!/bi n/ sh
# SSH1; SSH2 $SSH2_ ORI G NAL_ COMVAND
#
case "$SSH ORI G NAL_COMMAND' in
*rnt)

echo "Sorry, rejected”
\ -
$SSH_ORI G NAL_COMVAND

esac
~/rm-checker

# SSH1
command="$HOME/ r m checker" ... key. ..
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$ ssh server.exanple.com'/bin/ln -s /bin/r? ./killer & ./killer nyfile'

killer /bin/rm

SSH_ORIGINAL_COMMAND
8.2.4.6

# SSH1

command="| og- and-run" ... key. ..

log-and-run

#!/ bi n/ sh

if [ -n "$SSH ORI G NAL_COMMAND' |

then

echo "“/bin/date : $SSH ORI G NAL_COWAND' >> $HOVE/ ssh-comrand- | og
exec $SSH ORI G NAL_COMVAND
fi

8.2.4.7 scp

ssh scp

scp

8.2.5
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# SSH1, QpenSSH
from="client.exanple.conl ...key...

SSH-1 client.example.com

“ from”
Al | owlser s
keys

remote.org benjamin
/etc/sshd_config

# SSH1, OpenSSH
Al | owlsers benj anmi n@enote. org

benjamin authorized_keys
# SSH1, QpenSSH

# File ~benjam n/.ssh/authorized_keys
fron"renote.org" ... Kkey...

# SSH1, QOpenSSH
DenyUsers benj ani n@ enot e. org

from

authorized_
Al | owlssers

DenyUser s

benjamin authorized_keys from

Al | owmlser s from *

frone"*. somepl ace. org" sonepl ace. org
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fron¥"son®pl a?e. org"

IP IP

fron¥"192. 220. 18. 5"
from="192. 2??.18. *"

from

ring.org

sonXpl aYe. org foo

soneXpl aYe. org

from="!saruman.ring.org, *.ring.org"

saruman.ring.org

fron="!saruman.ring.org, *"

SSH1
/ libwrap
from
8.2.5.1 SSH?2 “ from”
SSH2 from

SSH-1

f 0o. sonpl ace. org

Al | owlser s

IP

saruman.ring.org

SSH2
$SSH2_CLIENT
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$SSH2_CLIENT IP

IP 24.128.97.204

#!/ bi n/ sh
I P="echo $SSH2_CLIENT | /bin/awk '{print $1}'"
case "$IP" in
24.128. 97. 204)
exec $SHELL

128. 220. 85. 3)
echo "Rejected”
exit 1

esac

~/ssh2from SSH2

# SSH2
Key mnykey. pub
Conmand " $HOVE/ ssh2f r ont

IP
$SSH2_CLIENT IP Linux

client.example.com

#!/bi n/ sh
I P="echo $SSH2_CLIENT | /bin/awk '{print $1}'"
HOSTNAVE="/ usr/ bi n/ host $IP | /bin/awk '{print $5}'"
case "$HOSTNAME" in
client.exanpl e.com
exec $SHELL

*. ni ceguy. or Q)
exec $SHELL

*)
echo "Rej ected"
exit 1

128.220.85.3

{usr/bin/host
niceguy.org



355

esac

8.2.6

envi r onnent SSH1

authorized_keys

# SSH1, QpenSSH
envi ronnent =" EDl TOR=enmacs" ... Kkey. ..

EDITOR emacs

envi ronnent =

# SSH1, OpenSSH

envi ronnent =" MYWARI ABLE=t hi s val ue has whitespace in it"

# SSH1, QOpenSSH
envi ronnent =" M\YWARI ABLE=I have a quote\" in ny niddle"

authorized_keys

# SSH1, QpenSSH
envi ronnment =" EDl TOR=emacs", envi r onment =" MYVARI ABLE=26"

SPECIAL
# SSH1, QOpenSSH
envi ronnent =" SPECI AL=1" ... key. ..
envi ronnent =" SPECI AL=2" ... key. ..
shell $SPECIAL

# .login
switch ($SPECI AL)
case 1:

. key. ..

. key. ..

.key. ..
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echo 'Hello Bob!'
set pronpt = 'bob>"'

br eaksw
case 2:
echo 'Hello Jane!'
set pronpt = jane>'
source ~/.janerc
br eaksw
endsw
~/.janerc environment
shell
8.2.6.1 CVS $LOGNAME

environment

Concurrent Versions System
CVs
benjamin
cvs.repo.com

cvs.repo.com
authorized_keys

CvVs
benjamin
“ benjamin”
6
benjamin
envrionment CVSs

Jane

authorized_keys

Internet
CVvs

repository
benjamin SSH

benjamin

check-in

CVsS

LOGNAME
LOGNAME

6 CvVs
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# SSH1, OpenSSH

envi ronnent =" LOGNAME=dan" ... key. ..
envi ronnent =" LOGNAME=r i chard" ... key. ..
CVs CVSs
LOGNAME 7
8.2.7
idle-timeout SSH1
| dl eTi neout idle-timeout
Jamie SSH-1 Jamie
Jamie SSH-1
Jamie
i dl e-ti meout 60

# SSH1, QOpenSSH

ide-timeout=60s ...key...
i dl e-ti neout | del Ti nmeout

60s 60 15m 15 2h 2
i dl e-ti neout | dl eTi meout
5

# SSH1, OpenSSH
I dl eTi meout 5m
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# SSH1, QOpenSSH

10

idle-timeout=10m... key. ..

SSH-1

8.2.8

SSH-1

f orwar di ng

# SSH1, QpenSSH

no-port-forwarding ...

# SSH1, QpenSSH

no- agent-forwarding ..

10

no- port-

key. ..

no- agent - f orwar di ng

. key. ..

shell

shell

8.2.9 TTY

SSH-1

tty
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# tty
$ sshl server.exanpl e. com

SSH_TTY tty
# SSH 1
$ echo $SSH TTY
/dev/pts/1
SSH tty SSH_TTY

# tty
$ sshl server.exanple.com/bin/ls

SSH-1

no- pty tty

# SSH1, QOpenSSH
no-pty ... key...

SSH1

Warni ng: Renote host failed or refused to allocate a pseudo-tty.
SSH SMSG FAILURE: invalid SSH state

no-pty
SSH_TTY

# SSH1, QpenSSH
command="echo SSH TTY is [$SSH TTY]" ... key...

SSH_TTY

$ sshl server. exanpl e.com
SSH TTY is [/dev/pts/2]

$ sshl server.exanpl e. com anyt hi ng
SSH TTY is []
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no- pty

# SSH1, QOpenSSH
no- pty, conmand="echo SSH TTY is [$SSH TTY]" ... key...

SSH_TTY

$ sshl server. exanpl e.com

Warni ng: Renpte host failed or refused to allocate a pseudo-tty.
SSH TTY is []

Connection to server. exanpl e. com cl osed.

ssh t tty no-pty tty

# SSH1, OpenSSH

$ ssh -t server.exanpl e. com enacs

Warning: Renpte host failed or refused to allocate a pseudo-tty.
emacs: standard input is not a tty

Connection to server. exanpl e. com cl osed.

8.3

SSH letc/shosts.equiv  /etc/hosts.equiv
~/.rhosts  ~/.shosts

+cl i ent. exanpl e. com j ones

jones@client.example.com SSH

authorized_keys from
SSH

from
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from
IP
Al l o-

wHosts  DenyHost s

SSH1 sshl setuid  root

.shosts sandy@trusted.example.com

# ~/ .shosts
-trust ed. exanpl e. com sandy

.rhosts
# ~/ .rhosts
+t rust ed. exanpl e. com
sandy SSH ~/.rhosts

/etc/hosts.equiv  /etc/shosts.equiv

Rhosts

RhostsRSAuthentication SSH1 OpenSSH hostbased SSH2
[3.4.2.3]
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8.4 rc

SSH SSH shell /etc/sshrc
~/.ssh/rc SSH1 OpenSSH ~/.ssh2/rc SSH2

SSH
/etc/sshrc
SSHrc shell ~/.profile ~/.cshrc
SSH
SSH
ssh-agent
# ~/.sshi/rc, shel | C shel |
if (! $?SSH AUTH SOCK ) then
eval “ssh-agent’
/usr/bin/tty | grep 'not a tty' > /dev/null
if (! $status ) then
ssh-add
endi f
endi f
/etc/sshrc rc shell
letc/sshrc Bourne shell /bin/sh
rc shell
SSH
IP
SSH
tty

~/.shosts ~/.rhosts



